Problems in Algorithmic Law On Certification Verification languages Mind your language

000000000000 0000 000000000000 00000 0000000000000

On Language for Algorithmic Law

Joost J. Joosten

Universitat de Barcelona

Universitat Passau
Passau, June 1

A DOCTORATS 1T
rvam; 1) Time Manager K @)INDUSTRMLS | Generalitat
S " GURETRUCK % de Catalunya

3 Boc(‘hv(‘mn bera e )
B v senons i T BARCELONA it . I @%wﬂufussemup

J.J. Joosten (UB) Language for Algorithmic Law Passau, June 1



Problems in Algorithmic Law On Certification Verification languages Mind your language
©000000 0000000000000000 00000000000000000 0000000000000

Disclaimer

® \We have no ambition on
answering the question

J.J. Joosten (UB) Language for Algorithmic Law Passau, June 1



Problems in Algorithmic Law On Certification Verification languages Mind your language
©000000 0000000000000000 00000000000000000 0000000000000

Disclaimer

® \We have no ambition on
answering the question
Is automated law enforce-
ment a good idea?

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1



Problems in Algorithmic Law
0000000

Disclaimer

J.J. Joosten (UB)

On Certification Verification languages Mind your language
0000000000000000 00000000000000000 0000000000000

® \We have no ambition on
answering the question
Is automated law enforce-
ment a good idea?

‘ ® Practical experience seems to
have answered this question:

On Language for Algorithmic Law Passau, June 1



Problems in Algorithmic Law
0000000

Disclaimer

J.J. Joosten (UB)

On Certification Verification languages Mind your language
0000000000000000 00000000000000000 0000000000000

® \We have no ambition on
answering the question
Is automated law enforce-
ment a good idea?

‘ ® Practical experience seems to
have answered this question:
‘}‘ They simply do it.

On Language for Algorithmic Law Passau, June 1



Problems in Algorithmic Law
0000000

Disclaimer

J.J. Joosten (UB)

On Certification Verification languages Mind your language
0000000000000000 00000000000000000 0000000000000

® \We have no ambition on
answering the question
Is automated law enforce-
ment a good idea?

‘ ® Practical experience seems to
have answered this question:
‘}‘ They simply do it.

® Qur position:

On Language for Algorithmic Law Passau, June 1



Problems in Algorithmic Law
0000000

Disclaimer

J.J. Joosten (UB)

On Certification
0000000000000000

Verification languages Mind your language
00000000000000000 0000000000000

We have no ambition on
answering the question
Is automated law enforce-
ment a good idea?

Practical experience seems to
have answered this question:
They simply do it.

Our position:
If you do it, then do it prop-
erly.
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Disclaimer

® \We have no ambition on
answering the question
Is automated law enforce-
ment a good idea?

® Practical experience seems to
have answered this question:
)} They simply do it.
QR VB

® Qur position:
S If you do it, then do it prop-
erly.

° What does that mean:

Do it properly?
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The methodology of our research lab

UNIVERSITAT»s
BARCELONA
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Business focussed: from concrete to abstract
Only rule-based automated decision making.
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Doubtful evidence

® In three law-suits in the USA, the defence requested to open the
proprietary source code to the jury of DNA sequencing software
since there were some doubts.
® STRmix
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® In three law-suits in the USA, the defence requested to open the
proprietary source code to the jury of DNA sequencing software
since there were some doubts.
® STRmix
® FST
® TrueAllele (not granted)

® |n two cases the request was granted
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Doubtful evidence

® In three law-suits in the USA, the defence requested to open the
proprietary source code to the jury of DNA sequencing software
since there were some doubts.
® STRmix
® FST
® TrueAllele (not granted)

® |n two cases the request was granted
® Again, access to the source code will not solve all problems!

o s o

LTI
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Some examples of automated decision making

| el ® Bonus payment system of the
French Army:
Louvois/SourceSolde

Secteur locatif ordinaire

Depuis Ia réforme intervenve le 1 janvier 2001, le montant de Faide est obteny par
~ Let en APL (. articte D.

APLoUAL=Lic-Pp.

Logements-foyers
224

. P
v ccH)
APLK(E-E0]
‘Avec application de deux barémes, APL1 foyer et APL2 foyer (cf. aticles D. 832-25 et
D.832.26 du CCH)
artcte .

AL=K[L+C-L0]

Accession

derAL. p:
D.832-10et D. 842:6)du CCH.

APLoUAL=K[L+C-10]

Language for Algorithmic Law Passau,

J.J. Joosten (UB)
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Some examples of automated decision making

1l - Les formules de calculs
DE L'APL ET DES AL

Bonus payment system of the
French Army:

Secteur locatif ordinaire

m— Louvois/SourceSolde
. ® In 2012: 465 M € incorrect
I ot s, 8. g 9.2 g . s . 6221 payments

D.832.26 du CCH)

artcte .

AL=K[L+C-L0]

Accession

etderaL p:
D.832-10et D. 842:6)du CCH.

APLoUAL=K[L+C-10]
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Some examples of automated decision making

1l - Les formules de calculs
DE L'APL ET DES AL

le 1 janvier 2001, le montant de faide est obten par
AL et en APL (cf. article D.

N P 224
v ccH)
APLK(E-E0]

‘Avec application de deux barémes, APL1 foyer et APL2 foyer (cf. aticles D. 832-25 et
D.832.26 du CCH)

artcte .
AL=K[L+C-L0]

Accession

etder
D.832-10et D. 842:6)du CCH.
APLoUAL=K[L+C-10]

J.J. Joosten (UB)

On Language for Algorithmic Law

Bonus payment system of the
French Army:
Louvois/SourceSolde

In 2012: 465 M € incorrect
payments

It left some soldiers and their
families without any income at
all for months!

Passau, June 1
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Tachographs can even imprison drivers in Europe

« e O

Research

@ groups of the
Nows L

‘ B . PROMETHEUSS GRUP
'Software Fallo 0, a UB project to create PROMETHEUSS Group
an error-free software system o Software unreliability and the legal system
12-02-2019 Software malfunction can appear in one o several layers of the
software development cycle, including: natural language
Al software contains bugs; even the software that fications, technical tions, coding,
controls the aeronautical or military industry has bugs 'WHO WE ARE compilation, installation, and execution. The consequences of
in its final version. This situation s particularly Member software malfunction in legal and administrative settings arguably
y mbers. imply the violation of legal principles, loss of valuable resources,
software of key processes such as computer voting thematiallogie, team racial and degradation of legal systems. Also, in the
medical and leader) future as well as in the present, it may aggravate the societal loss of
that decide whether or not a person complies with the (R0 GETETTED ;‘onhdem‘e l&le;hno‘;ogy :nd in govemnment 7th Legally binding
logic - tecisions taken based on data produced by software, or even
law. A team from the University of Barcelona e o et decisions which are automated outright, very rarely acknowledge the
participates in a four-year project that promotes a new i Cotaties acmar existence of several crucial potential problems inherent to the nature
———— paradigm for the software industry: the development,

Covenant between the University of Barcelona (FBG), Formal Vindications
S.L. & Guretruck S.L.

J.J. Joosten

une 1



Problems in Algorithmic Law On Certification Verification languages Mind your language
0000000 0000000000000000 00000000000000000 0000000000000

Closer to (my) home: Civio vs Bosco

Ana Valdivia

Dr Ana Valdivia is a Postdoctoral Researcher at

| King’s College London (ERC Security Flows). She
examines how algorithms impact on people’s life
from a technical, political, and legal perspective.

‘This article belongs to the debate » The Rule of Law versus the Rule of the Algorithm

02 April 2022

The Paradox of Efficiency: Frictions
Between Law and Algorithms

Javier de la Cueva
On the 13th of January 2022, a Spanish Administrative court ruled in favour of Javier de la Cueva is a lawyer, lecturer and
algorithmic opacity. Fundacién Civio, an independent foundation that monitors and researcher in topics related to open knowledge,
accounts public authorities, reported that an algorithm used by the government was ethics and the digital world.

committing errors.!) BOSCO, the name of the application which contained the algorithm,
was implemented by the Spanish public administration to more efficiently identify
citizens eligible for grants to pay electricity bills. Meanwhile, Civio designed a web app
to inform citizens whether they would be entitled for this grant.? Thousands of citizens

Explore posts related to this:
Algorithmic Efficiency, Algorithmic Justice, Rule of

Law, Rule of the Algorithm
used this application and some of them reported that, while Civio's web app suggested

The Bosco computer program : errors in the computation of the social
welfare bonuses

Least requirement: access to source code

In France it is mandatory to publish source code of software that is used in
public administration.

However, access to source code will not resolve all problems

Joosten Language for Algorithmic Law Passau, June 1
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Closer to (my former) home: SyRI

® Euphemistically called Toeslagenaffaire...
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Closer to (my former) home: SyRI

® Euphemistically called Toeslagenaffaire...

SyRI: System Risk Indication

legal algorithmic instrument used by Dutch government

For welfare fraud prevention (benefits, allowances, taxes, ...)
seriously affected/destroyed thousands of Dutch households
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Closer to (my former) home: SyRI

® Euphemistically called Toeslagenaffaire...

SyRI: System Risk Indication

legal algorithmic instrument used by Dutch government

For welfare fraud prevention (benefits, allowances, taxes, ...)
seriously affected/destroyed thousands of Dutch households
urged Rutte Il to resign
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Closer to (my former) home: SyRI

Euphemistically called Toeslagenaffaire...

SyRI: System Risk Indication

legal algorithmic instrument used by Dutch government

For welfare fraud prevention (benefits, allowances, taxes, ...)
seriously affected/destroyed thousands of Dutch households
urged Rutte Il to resign

which was later re-elected in an isomorphic constellation...

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1



Problems in Algorithmic Law On Certification Verification languages Mind your language
0000000 0000000000000000 00000000000000000 0000000000000

Closer to (my former) home: SyRI

® Euphemistically called Toeslagenaffaire...

SyRI: System Risk Indication

legal algorithmic instrument used by Dutch government

For welfare fraud prevention (benefits, allowances, taxes, ...)
seriously affected/destroyed thousands of Dutch households

urged Rutte Il to resign

which was later re-elected in an isomorphic constellation...

call for regulatory overview: software certification, European Al Act,
etc...

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Society calls out for certification of software

infraccién imputada v sancionada en Cuanto que no S& han

incumplido los ticmpos de descanso semanales.

e En sequidc lugar considera que los hechos demincied:
bada de

no
poderlos
En este

suficientemente  prol

Tiene uns programacin
sox
ciertos. No se l:xa\:a de una av
S_l'l./ dE errores de fabr
atencién sobre
espec_alnence,
Tror—fae

falta, 1a  nems
autoridadss para
el tacégrafo.

Se acepta lo alegado por la parte demandante en lo que se
refiere a la ausencia de prueba de cargo suficiente respecto
al software utilizado por la autoridad correspondiente para
obtener los datos registrados en el tacégrafo por lo que, sin

mecasidad de amalizar el resta de la findamentacian anesdies

Sentence Number: 30/2019, CONTENCIOSO/ADMTVO court N. 4 of
Valladolid

J.J. Joosten ssau, June 1
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What is certification?

® |s it just a matter of trust?
(combined with some sanity
checks and experience)
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What is certification?

® |s it just a matter of trust?
(combined with some sanity
checks and experience)

® Certificate =— something is
certain
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What is certification?

® |s it just a matter of trust?
(combined with some sanity
checks and experience)

® Certificate =— something is
certain

® Verify —> something is
veridical
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Is it just a matter of trust?
(combined with some sanity
checks and experience)

Certificate =— something is
certain

Verify = something is
veridical

Nobody really knows, and it is a
very difficult question!

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Formal methods
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Only at the double arrows can we attain mathematical certainty
(modulo some very reasonable assumptions)

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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The impossibility of unrestricted certification

® A mathematical theorem:

Alan Turing
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The impossibility of unrestricted certification

® A mathematical theorem:

® Unrestricted certification is
impossible.

Alan Turing
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The impossibility of unrestricted certification

® A mathematical theorem:

® Unrestricted certification is
impossible.

® Depending on the expressivity of
the language:

Alan Turing

J.J. Joosten (UB)

On Language for Algorithmic Law

Passau, June 1
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The impossibility of unrestricted certification

® A mathematical theorem:

Unrestricted certification is
impossible.

Depending on the expressivity of
the language:

Restricted certification is
possible.

Alan Turing
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Language for Algorithmic Law
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Formal verification of software correctness

Formal verification

Mathematical
proof,
computer-
checked

Implementation

Formal specification (code)

(formal language)

Machine-like:
operations, efficiency,
expressed for
computers

Math-like:

abstract, conceptual,
expressed for experts

Slides FV: Gonzélez Bedmar

J.J. Joosten (UB) Language for Algorithmic Law

Passau, June 1
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Mathematical precision

Formal verification

Coq
(proof assistant)

Mathematical
proof,
computer-
checked

Implementation

Formal specification tenidé)

(formal language)

Machine-like:
operations, efficiency,
expressed for
computers

Math-like:

abstract, conceptual,
expressed for experts

J.J. Joosten (UB) Language for Algorithmic Law Passau, June 1
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Formal verification

Coq
(proof assistant)

Mathematical Extraction

proof, mechanism,
computer- soon formally
checked verified

Implementation

Formal specification (cods)

(formal language)

Machine-like:
operations, efficiency,
expressed for
computers

Math-like:
abstract, conceptual,
expressed for experts

Extracted code

OCamloralike
Ready to run

J.J. Joosten (UB) Language for Algorithmic Law
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Program vs specification language

Problem Cog

(proof assistant) Mathematical

proof,
computer-
checked

Designers of specs
(legislators)

Formal specification Implementation
(code)
(formal language)

. Machine-like:
Math-like: " iy
operations, efficiency,
abstract, conceptual, 3 -
expressed for
expressed for experts
computers

Users
(enforcement
agencies, citizens)

“What can be understood
cannot be proven.
What can be proven
cannot be understood.”

Even experts go through intermediate
steps to understand a formal spec

Joosten (UB)

age for Algorithmic Law

Passau, June 1
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One solution: Public Certification

Mathematical

Checked by

human proof,
experts computer-
P checked

Implementation

Formal specification (code)

(formal language)

Machine-like:
operations, efficiency,
expressed for
computers

Math-like:

abstract, conceptual,
expressed for experts

Public Certification Formal Verification ﬁ

J.J. Joosten (UB) Language for Algorithmic Law Passau, June 1
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Time library

Time measurement

leap seconds

2016-12-3123:59:60 UTC exists

‘ require UTC

- R

27 leap seconds added since 1972

J.J. Joosten (UB) Language for Algorithmic Law Passau, June 1



Problems in Algorithmic Law On Certification Verification languages Mind your lar

[e]e]e]e]e]e]e) 00000000000 e0000 000000000000 00000 0000000000000

Time formats and managers

date-time

i f timestamp
<+—> & Time Manager > <+— |45 35505559
’
[ | .
| b
'ﬁl & '

2 NotinuTc

Most important feature: formally verified!

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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What is certification?

Mathematical

Checked by

human proof,
experts computer-
P checked

Implementation

Formal specification (code)

(formal language)

Machine-like:
operations, efficiency,
expressed for
computers

Math-like:

abstract, conceptual,
expressed for experts

Public Certification Formal Verification ﬁ

J.J. Joosten (UB) Language for Algorithmic Law Passau, June 1
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Example in FV Time

Formal specification (in Coq): utc_timestamp_plain Implementation

#|[pred t' | (epoch <= t' < t)%0]| (code)

Jv2

Intuitive specification

Given a time ¢, returns the number of
seconds elapsed since the Unix epoch
(1970-1-100:00:00).

Around one-thousand times more expensive!

J.J. Joosten (UB) Language for Algorithmic Law
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Lab activities

® Regulation analysis via logical/mathematical analysis

J.J. Joosten (UB) Language for Algorithmic Law Passau, June 1
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Lab activities

® Regulation analysis via logical/mathematical analysis
® |[s the regulation consistent?

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1



Problems in Algorithmic Law On Certification Verification languages Mind your language
0000000 00000000000000e0 00000000000000000 0000000000000

Lab activities

® Regulation analysis via logical/mathematical analysis

® |[s the regulation consistent?
® |s the implied behaviour of the regulation desirable?
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Lab activities

® Regulation analysis via logical/mathematical analysis

® |[s the regulation consistent?
® |s the implied behaviour of the regulation desirable?
® Shift-invariance of labelling, locality of legality checks, etc.
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Lab activities

® Regulation analysis via logical/mathematical analysis
® |[s the regulation consistent?
® |s the implied behaviour of the regulation desirable?
® Shift-invariance of labelling, locality of legality checks, etc.
® But also: if x and y are similar data containers (e.g., formal repr. of
persons) with the only difference that x has one passport and y has
two passports, will the program behave the same for x and y?
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Lab activities

® Regulation analysis via logical/mathematical analysis
® |[s the regulation consistent?
® |s the implied behaviour of the regulation desirable?

® Shift-invariance of labelling, locality of legality checks, etc.

® But also: if x and y are similar data containers (e.g., formal repr. of
persons) with the only difference that x has one passport and y has
two passports, will the program behave the same for x and y?

® Are the algorithms implied computationally feasible?
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Lab activities

® Regulation analysis via logical/mathematical analysis
® |[s the regulation consistent?
® |s the implied behaviour of the regulation desirable?

® Shift-invariance of labelling, locality of legality checks, etc.

® But also: if x and y are similar data containers (e.g., formal repr. of
persons) with the only difference that x has one passport and y has
two passports, will the program behave the same for x and y?

® Are the algorithms implied computationally feasible?

® |Implement software in a ZERO-ERROR fashion using proof assistants.

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Lab activities

® Regulation analysis via logical/mathematical analysis

® |[s the regulation consistent?
® |s the implied behaviour of the regulation desirable?

® Shift-invariance of labelling, locality of legality checks, etc.

® But also: if x and y are similar data containers (e.g., formal repr. of
persons) with the only difference that x has one passport and y has
two passports, will the program behave the same for x and y?

® Are the algorithms implied computationally feasible?
® |Implement software in a ZERO-ERROR fashion using proof assistants.

® Develop general purpose models with the above considerations taken
into account so that zero-error software scales.
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Lab activities

® Regulation analysis via logical/mathematical analysis

® |[s the regulation consistent?
® |s the implied behaviour of the regulation desirable?

® Shift-invariance of labelling, locality of legality checks, etc.

® But also: if x and y are similar data containers (e.g., formal repr. of
persons) with the only difference that x has one passport and y has
two passports, will the program behave the same for x and y?

® Are the algorithms implied computationally feasible?
® |Implement software in a ZERO-ERROR fashion using proof assistants.
® Develop general purpose models with the above considerations taken
into account so that zero-error software scales.

® Provide verified software with a dialogue fragment that enables a
possible rudimentary dialogue between the user and the software
about the software's behaviour

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1



Problems in Algorithmic Law On Certification Verification languages Mind your language
0000000 000000000000000e 00000000000000000 0000000000000

Further problems

® Develop explanatory certificates
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Further problems

® Develop explanatory certificates

® Zero-knowledge certificates for proprietary software!
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Further problems

® Develop explanatory certificates
® Zero-knowledge certificates for proprietary software!

® Standards and good practices for public certification.
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Further problems

Develop explanatory certificates

Zero-knowledge certificates for proprietary software!

Standards and good practices for public certification.

A formal subset of natural language (domain specific) to bridge the
gap between formal specifications and technical specifications (public
certification)

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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A central problem

Problem Cog

(proof assistant) Mathematical

proof,
computer-
checked

Designers of specs
(legislators)

Formal specification Implementation
(code)
(formal language)

. Machine-like:
Math-like: " iy
operations, efficiency,
abstract, conceptual, 3 -
expressed for
expressed for experts
computers

Users
(enforcement
agencies, citizens)

“What can be understood
cannot be proven.
What can be proven
cannot be understood.”

Even experts go through intermediate
steps to understand a formal spec

Joosten (UB)

age for Algorithmic Law

Passau, June 1
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Public certification versus formal verification

Mathematical

Checked by proof.
::ne]:; computer-
P checked

Implementation

Formal specification (code)

(formal language)

Machine-like:
operations, efficiency,
expressed for
computers

Math-like:
abstract, conceptual,
expressed for experts

[ Public Certification ] I Formal Verification ﬁ

J.J. Joosten (UB) Language for Algorithmic Law Passau, June 1
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On Certification
0000000000000000

other solution: Catala

tcut For Legal Expert System Ce

| Way to Produce Verified Softwa
Using Mireia Gonzéles Bedmar's conceptual framework from yesterday’s presentation:

Verification languages Mind your language
00®00000000000000 0000000000000

A
Manual Manual A
o review Z proof I Extraction BaaiEbh @l
Interpretation (¢ > Specification ¢ » Implementation > 1 n
aw.m.
law.docx law.v law.v
Catala’s approach:
O+3+1 (A=) A
Literate formal Compilation Executable code

executable specification

law.catala

Slides Catala: Merigoux

| 1aw.{ml,py,js, ...}

J.J. Joosten (UB)

Language for Algorithmic Law Passau, June 1
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@ Catala: A Language Reviewable by lawyers

US Tax Code, Section 132, (c)(1) Qualified employee discount

The term “qualified employee discount” means any employee discount with respect to
qualified property or services to the extent such discount does not exceed—

(A) in the case of property, the gross profit percentage of the price at which the property
is being offered by the employer to customers

scope QualifiedEmployeeDiscount :
definition qualified_employee_discount
under condition is_property consequence equals
if employee_discount >$ customer_price *$ gross_profit_percentage then
customer_price *$ gross_profit_percentage
else employee_discount

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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e FRET and FRETISH

® Formal Requirement Elicitation Tool
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e FRET and FRETISH
® Formal Requirement Elicitation Tool
e FRETISH is like Gallina
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FRET and FRETISH
Formal Requirement Elicitation Tool
FRETISH is like Gallina

® But now, it is a restricted part of natural language

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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FRET and FRETISH
Formal Requirement Elicitation Tool
FRETISH is like Gallina

® But now, it is a restricted part of natural language

With a precise and unambiguous (hence formal) meaning

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Update Requirement Semantics

entD Project ENFORGED: in every interval where roli_hold holds. TRIGGER: first
point in the interval. REQUIRES: for every trigger, RES must hold at all
LM_requirements - time points between (and including) the trigger and the end of the
interval

Re:
AP-002A

Rationale and Comments

Rationale
Roll hold mode shall only be active, when the autopilot is engaged. Simultaneous engagement of

several lateral modes shall not be possible.
M= roll_hold, Response = (autopilot_engaged &
no_other_lateral_mode)

C
Diagram Semantics v
Requirement Description Formalizations
A requirement follows the sentence structure displayed below, where fields are optional unless indicated with ***. For information
on a field format, click on s corresponding bubbie
Future Time LTL ~
/ Y Sre STV (roll_nold -> (autepilot_engaged &
\ J ® Bo_other latsral mode))
Target: Roll Autopifot component
i roll_hold mode RollAutopilot shall always satisfy autopilot_engaged & no_other_lateral_mode
Past Time LTL ~
(E (roll_hold -> (autopilot _engaged &
Bo_other lateral mode)))
SEMANTICS
Target: RollAutopilot component
SIMULATE <

Passau, June 1
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Checked by
human
experts

Formal specification
(formal language)

Math-like:
abstract, conceptual,
expressed for experts

Public Certification I

0000000000000

Mathematical
proof,
computer-

checked

Implementation

(code)

Machine-like:
operations, efficiency,
expressed for

computers

J.J. Joosten (UB)

Formal Verification

Language for Algorithmi

Passau, June 1
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Current Project

LM_requirement 86 100.00+ 13 7548 vyes
o HerchalClste Recent Actty
~
o SO0t AP0 PO

Some requirements are children of others, etc.

J.J. Joosten (UB) Language for Algorithmic Law
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eo0e Requirement.g4

Requirement.g4

reqts I I E | I

reqt
=y
(Regr_10)
reqt_body
= o
[ freeforn |
freeform H - H
nasa
scope condition

Joosten (UB) age for Algorithmic Law Passau,
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Create Requirement Timing (optional)

specifies the time points or time intervals, where a response
has to occur once scope and condition(s) are satisfied
AP-demo AP-002a LM_requirements - SOPEOT St &
+ within DURATION
for DURATION
after DURATION
immediately
eventually
always

Rationale and Comments ~

DURATION s a non-negative integer number followed by a
time-unit for example 12 seconds or 5.5 minutes. Time units
Roll hold mode shall be the active mode whenever the autopilot is can be one of the following:

engaged and no other lateral mode is active.
* tick or ticks

« microsecond or microseconds

Requirement Description

Arequirement f Note that the time units are not checked or converted by

FRET. FRET exports verification code to analysis tools, which
are in charge of interpreting the time units. Check the user
manual under "Exporting for Analysis” for more details.
Examples:

layed below, where fieds are optional unless indicated with +* For information
on  feld format, i .

 when in landing FSM shall within 2 seconds satisfy
is_stable

« after 4 minutes

* never

Bubble Color:

Only "Component”, "Shall" and "Responses” are mandatory attributes,
and each linguistic attribute comes with its explanation /specification. The
order of the components is fixed.

J.J. Joosten ) Language for Algorithmic Law Passau,
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Semantics

ENFORCED: in every interval where roll_hold holds. TRIGGER: first
point in the interval. REQUIRES: for every trigger, RES must hold at all
time points between (and including) the trigger and the end of the
interval.

3
M = roll_hold, Response = (autopilo_engaged &
no_other_lateral_mode)

Diagrams to explain the FRET

Diagram Semantics ~
Mode of operation
(mentioned in Scope)
Intorvals
Scope interval

Response must hold at least

N comewhers in this interval
- Negation of response must hold at
EEEEEY least somewhere in this interval

Response must hold

I oo n s nenal
Response must not hold

I .o o s inerval

Interval lengths

n:Bounded interval length - Infinite interval length

Conditions

TC : Triggering condition

Joosten age for Algorithmic Law Passau, June 1
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(LASTV (roll_hold — (autopilot_engaged A no_other_lateral_mode)))

Users can test the behaviour of their FRET phrases

Passau, June 1

Language for Algorithmic Law

J.J. Joosten (UB)
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ece @ | O nasaswnres Atramews X |+ v

« © © B hitpsigithub.comNASA-SW-VnViret 0% n ®@ »

Codespaces Marketplace Explore

& NASA-SW-VnV /fret  pusic ©watch 16 -+ Y Fork 33 - tr Star 184 -

< Code ( Issues 3 11 Pullrequests 2 ) Discussions (@ Actions [ Projects @ Security | Insights

P master + ¥ 2branches ©7tags Gototie  addtie- ([N About
Local Codespeces (iew) A framework for the elicitation,
& anmavid Update tisim.md s specification, formalization and
© Cione @  understanding of requirements.
B executables Updated runfret and instructi
HTTPS  SSH  GitHub CLI b
M fret-clectron Update tisimmd & 10esa
= tools Updated i ot @ ® 16 watching
B tutorislExamples Created folder for tutorialExar U5® Gt o heckout ith SVN using the web URL ¥ 3stors
Report repository
O gitignore Updated giignore toignore { ¢y oun Lith Github Desktop
[) CONTRIBUTORS.md Updated publication and alun
Releases 7
[ LICENSE pdf Added Updated NOSA fcosn 1 DoWnload 2P
© FRET Public release v2.6 (L
UBLICATIONS.m Updated publicationslst. 4months ago ondantd
PUBLICATIONS.md
ADME m temporal modes, and changed contacts in README lastyear 46 releases
README md

One can freely clone into it

J.J. Joosten Passau, June 1
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Example: continuous driving

Article 7 (1st part): After a driving period of four and a

half hours a driver shall take an uninterrupted break of
not less than 45 minutes,...

break

model checking images by Moritz Miiller

J.J. Joosten (UB)

On Language for Algorithmic Law

Passau, June 1
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Automaton that accepts exactly the legal words according
to Reg. 561

12 states

d > 100 transitions
compensatel reg weekly reg daily
» 34 stopwatches
Ters Tdays By Pty Tdry Tdays )
P e ek 23 are nowhere active:
compensate2 red weekly et En red daily .
— bits

Tuwr, Tday, it Gtz

Tweek Lweek COUH ters

registers

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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> 100 transitions

g: Teqg < 4.5h
Tday < 15h
9 < xqq < 10h
Cad <2

drive » reg. daily

a: )
Zeqg =0
Zdaq =0

cqga +=1

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Checked by
human
experts

Formal specification
(formal language)

Math-like:
abstract, conceptual,
expressed for experts

Public Certification I

@000000000000

Mathematical
proof,
computer-

checked

Implementation

(code)

Machine-like:
operations, efficiency,
expressed for

computers

J.J. Joosten (UB)

Formal Verification

Language for Algorithmi

Passau, June 1
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Law and Code

® |aw often uses essentially
discretional powers when applied

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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® |aw often uses essentially
discretional powers when applied

® Hence, ambiguity is needed

On Language for Algorithmic Law Passau, June 1
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Law and Code

® |aw often uses essentially
discretional powers when applied

® Hence, ambiguity is needed

® Any automated process and in
particular, any automated

process in the legal sector needs
unambiguity

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Law and Code

® |aw often uses essentially
discretional powers when applied

® Hence, ambiguity is needed

® Any automated process and in
particular, any automated

process in the legal sector needs
unambiguity

® The programmer needs to
disambiguate?

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Law and Code

® |aw often uses essentially
discretional powers when applied

® Hence, ambiguity is needed

® Any automated process and in
particular, any automated

process in the legal sector needs
unambiguity

® The programmer needs to
disambiguate?

® Can (semi-)code be (part of)
law?

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Tension table

TENSION TABLE:

On Certification
0000000000000000

Verification languages
00000000000000000

Computable laws:

Language, software paradigm and legal principles

Specification  Programming
paradigm

Language

Natural
Language

Technical

Language

Formal Language

Formal Language

Not
Formally
Verified

Not
Formally
Verified

Not
Formally
Verified

Formally
\erified

Legal Certainty

Legal Principles

Accountability

Contestability

Decisions will probably not be
consistent with the established
legal framework. The text will
be accessible and
comprehensible to the public
and authorities.

Decisions will likely not be
consistent with the established
legal framework. The text will
be less comprehensible to
public and authorities

Decisions wil probably be
consistent with the established
legal framework. The text will
only be accessible to experts

Decisions will be consistent
with established legal
[framework. The text will only be
accessible to experts

Automated decision won't be
reliable and explainabilty will
be difficult: the software is not
comprehensible to the public,
challenging the principle of
transparency.

Automated decision will be
barely reliable and
explainability will be difficult:
the software is not
comprehensible to
the public, challenging the
principle of transparency.

Automated decision will be
quite reliable and
explainability will be difficult:
the software is not
comprehensible to
the public, challenging the
principle of transparency.

Automated decision will be
reliable and
explainability will be difficult,
but it will be guaranteed that
the software is the exact
reproduction of its specification

Right to contest tums almost
impossible since authorities
can' explain software
decisions, which will be
unreliable.

Right to contest tums almost
impossible since authorities
can' explain software
decisions, which will be
mostly unreliable.

Right to contest tums almost
impossible since authorities
can't explain software
decisions, yet they will
probably be working according
to the law

Right to contest will be diffcult
since authorities cant explain
software decisions, yet those
are working according to the
law

Mind your language
00@0000000000

J.J. Joosten
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Hidden dynamics in formalisation

. 0 1 2 3
minute labelling | ! ! !
no shift | I | |
Td
second labelling
minute labelling i i i i
shift d T T r !
0 1 2 3
B Rest
B Driving

EU Regulation 2006/561 dictates how to interpret driving activities at
minute level
EU Regulation 2016/799, requires labeling per second
and prescribes to label per minute.
We proved that the labelling is not shift-invariant!
Germain Law-suit Continental Leap seconds.

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1



Problems in Algorithmic Law On Certification Verification languages Mind your language
0000000 0000000000000000 00000000000000000 0000800000000

Logical formal ontology

Remark 16. Actually, the noun week is technically defined as a calendar
week, starting on a Monday at 00:00 and ending at Sunday at 24:00. The
regulation does not explicitly mention what should be done a leap second
is added at Sunday so that the moment 24:00:01 exist:

In addition, it is clear from the regulation that the adjective weekly does

not refer to the technical definition of calendar week. For example, Article
8.9

A weekly rest period that falls in two weeks may be counted in
either week, but not in both.

Again, it is an example of the programmer having to mbiguate.

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1 45 /54
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Some regulations regarding weekly rest periods

Regulation (EC) No 561/2006
§8.6. In any two consecutive weeks, a driver shall take at least:

® two regular weekly rest periods [of at least 45 hours]|, or

® one regular weekly rest period and one reduced weekly rest period of
at least 24 hours. However, the reduction shall be compensated by an
equivalent period of rest taken en bloc before the end of the third
week following the week in question.

A weekly rest period shall start no later than at the end of six 24-hour
periods from the end of the previous weekly rest period.

§8.9. A weekly rest period that falls in two weeks may be counted in either
week, but not in both.

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Let's break it down...

® Regular weekly rest: > 45 hours

J.J. Joosten (UB) Language for Algorithmic Law Passau, June 1
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Let's break it down...

® Regular weekly rest: > 45 hours

® Reduced weekly rest: > 24 hours

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Let's break it down...

® Regular weekly rest: > 45 hours
® Reduced weekly rest: > 24 hours

® FEach rest period is assigned to only one week it intersects

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Let's break it down...

Regular weekly rest: > 45 hours

Reduced weekly rest: > 24 hours

Each rest period is assigned to only one week it intersects

Every week must have a regular or reduced weekly rest

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Let's break it down...

Regular weekly rest: > 45 hours

Reduced weekly rest: > 24 hours

Each rest period is assigned to only one week it intersects
Every week must have a regular or reduced weekly rest

Every other week must have a full weekly rest

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Let's break it down...

Regular weekly rest: > 45 hours

Reduced weekly rest: > 24 hours

Each rest period is assigned to only one week it intersects

Every week must have a regular or reduced weekly rest

Every other week must have a full weekly rest

Any reduced rest must be compensated by a continuous block in the
following three weeks

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Non-locality of compensations

lllegal

J.J. Joosten (UB)

On Language for Algorithmic Law

Passau, June 1
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Non-locality of compensations
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Non-locality of compensations
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This can be iterated indefinitely: non-locality

J.J. Joosten (UB) On Language for Algorithmic Law

Passau, June 1
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Under-determined daily driving allocation

Article 6.1: The daily driving time shall not exceed nine hours. However, the
daily driving time may be extended to at most 10 hours not more than twice
during the week.

Remark 16. We recall that daily driving times are periods that are de-
limited by daily rest periods and as such a single daily driving time can
very well be spread over two different calendar days. The week however is
defined as calendar week starting at Monday 00:00. Now, what happens
if a driver has a daily driving period of 10 hours starting on a Sunday
and ending on a Monday? This is an extended daily driving time. Should
it be counted to the week staring on that Monday or to the week ending
on that Sunday? The law seems underspecified here. We shall see that
our model will disambiguate by assigning it to the week that starts on
Monday. Various tachograph readers make differenct choices and, for ex-
ample, the sofware Police Controller has an option to fix your choices or
to choose the distribution as to minimize the fine.

Should the programmer/modeler disambiguate underspecification?

Non-locality also enters the scene through extended daily driving periods.

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Requirements on languages for algorithmic law

Ontology

That naturally bridges (physical) observables and natural language
concepts

And fares well with the other requirements

J.J. Joosten (UB)

On Language for Algorithmic Law

Passau, June 1
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Requirements on languages for algorithmic law

Ontology
That naturally bridges (physical) observables and natural language

concepts
And fares well with the other requirements

Not allowing ambiguity
Formal framework needed to express unambiguity

Passau, June 1

On Language for Algorithmic Law
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Requirements on languages for algorithmic law

Ontology
That naturally bridges (physical) observables and natural language

concepts
And fares well with the other requirements

Not allowing ambiguity
Formal framework needed to express unambiguity

Expressivity
Legal articles should be expressible in the language
our test case: Regulation 561

Passau, June 1

On Language for Algorithmic Law
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Requirements on languages for algorithmic law

Ontology
That naturally bridges (physical) observables and natural language

concepts
And fares well with the other requirements

Not allowing ambiguity
Formal framework needed to express unambiguity

Expressivity
Legal articles should be expressible in the language

our test case: Regulation 561

Naturality
readable sentences

sufficiently succinct

Passau, June 1

On Language for Algorithmic Law
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Limited language imply long sentences

Example Article 6.2: The weekly driving time shall not
exceed 56 hours

In LTL formalized over words of length 1w: disjunction of
/\ng (Ard§i<éd+1 O'=d A /\zd§i<rd Oid)

for all D < 1w and
allp:=0<l1<n<--<{lp<rp<{lpyi:=1lw with

> (=) < 56h

1<j<D
This has > (22%0) > 10278* many disjuncts.

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1
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Requirements on languages for algorithmic law

Ontology
That naturally bridges (physical) observables and natural language
concepts
And fares well with the other requirements
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Requirements on languages for algorithmic law

Ontology
That naturally bridges (physical) observables and natural language

concepts
And fares well with the other requirements

Not allowing ambiguity
Formal framework needed to express unambiguity
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Requirements on languages for algorithmic law

Ontology
That naturally bridges (physical) observables and natural language

concepts
And fares well with the other requirements

Not allowing ambiguity
Formal framework needed to express unambiguity

Expressivity
Legal articles should be expressible in the language
our test case: Regulation 561
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Requirements on languages for algorithmic law

Ontology
That naturally bridges (physical) observables and natural language

concepts
And fares well with the other requirements

Not allowing ambiguity
Formal framework needed to express unambiguity

Expressivity
Legal articles should be expressible in the language

our test case: Regulation 561

Naturality
readable sentences sufficiently succinct
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Requirements on languages for algorithmic law

Ontology
That naturally bridges (physical) observables and natural language
concepts
And fares well with the other requirements

Not allowing ambiguity
Formal framework needed to express unambiguity
Expressivity
Legal articles should be expressible in the language
our test case: Regulation 561

Naturality
readable sentences sufficiently succinct

Tractability
sufficiently fast (model-)checkers
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Thanks
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