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Disclaimer

• We have no ambition on
answering the question

Is automated law enforce-
ment a good idea?

• Practical experience seems to
have answered this question:

They simply do it.

• Our position:

If you do it, then do it prop-
erly.

• What does that mean:

Do it properly?
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The methodology of our research lab

Business focussed: from concrete to abstract
Only rule-based automated decision making.
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Doubtful evidence

• In three law-suits in the USA, the defence requested to open the
proprietary source code to the jury of DNA sequencing software
since there were some doubts.

• STRmix

• FST
• TrueAllele (not granted)

• In two cases the request was granted

• Again, access to the source code will not solve all problems!

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1 4 / 54



Problems in Algorithmic Law On Certification Verification languages Mind your language

Doubtful evidence

• In three law-suits in the USA, the defence requested to open the
proprietary source code to the jury of DNA sequencing software
since there were some doubts.

• STRmix
• FST

• TrueAllele (not granted)

• In two cases the request was granted

• Again, access to the source code will not solve all problems!

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1 4 / 54



Problems in Algorithmic Law On Certification Verification languages Mind your language

Doubtful evidence

• In three law-suits in the USA, the defence requested to open the
proprietary source code to the jury of DNA sequencing software
since there were some doubts.

• STRmix
• FST
• TrueAllele (not granted)

• In two cases the request was granted

• Again, access to the source code will not solve all problems!

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1 4 / 54



Problems in Algorithmic Law On Certification Verification languages Mind your language

Doubtful evidence

• In three law-suits in the USA, the defence requested to open the
proprietary source code to the jury of DNA sequencing software
since there were some doubts.

• STRmix
• FST
• TrueAllele (not granted)

• In two cases the request was granted

• Again, access to the source code will not solve all problems!

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1 4 / 54



Problems in Algorithmic Law On Certification Verification languages Mind your language

Doubtful evidence

• In three law-suits in the USA, the defence requested to open the
proprietary source code to the jury of DNA sequencing software
since there were some doubts.

• STRmix
• FST
• TrueAllele (not granted)

• In two cases the request was granted

• Again, access to the source code will not solve all problems!

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1 4 / 54



Problems in Algorithmic Law On Certification Verification languages Mind your language

Some examples of automated decision making

• Bonus payment system of the
French Army:
Louvois/SourceSolde

• In 2012: 465 M € incorrect
payments

• It left some soldiers and their
families without any income at
all for months!
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Tachographs can even imprison drivers in Europe

Covenant between the University of Barcelona (FBG), Formal Vindications
S.L. & Guretruck S.L.
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Closer to (my) home: Civio vs Bosco

The Bosco computer program : errors in the computation of the social
welfare bonuses
Least requirement: access to source code
In France it is mandatory to publish source code of software that is used in
public administration.
However, access to source code will not resolve all problems
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Closer to (my former) home: SyRI

• Euphemistically called Toeslagenaffaire...

• SyRI: System Risk Indication
• legal algorithmic instrument used by Dutch government
• For welfare fraud prevention (benefits, allowances, taxes, ...)
• seriously affected/destroyed thousands of Dutch households
• urged Rutte III to resign
• which was later re-elected in an isomorphic constellation...
• call for regulatory overview: software certification, European AI Act,

etc...
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Society calls out for certification of software

Sentence Number: 30/2019, CONTENCIOSO/ADMTVO court N. 4 of
Valladolid
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What is certification?

• Is it just a matter of trust?
(combined with some sanity
checks and experience)

• Certificate =⇒ something is
certain

• Verify =⇒ something is
veridical

• Nobody really knows, and it is a
very difficult question!
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Formal methods

Only at the double arrows can we attain mathematical certainty
(modulo some very reasonable assumptions)
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The impossibility of unrestricted certification

• A mathematical theorem:

• Unrestricted certification is
impossible.

• Depending on the expressivity of
the language:

• Restricted certification is
possible.
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Formal methods
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Formal verification of software correctness

Slides FV: González Bedmar
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Mathematical precision
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Program extraction
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Program vs specification language
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One solution: Public Certification
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Time library
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Most important feature: formally verified!
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What is certification?

J.J. Joosten (UB) On Language for Algorithmic Law Passau, June 1 21 / 54



Problems in Algorithmic Law On Certification Verification languages Mind your language

Around one-thousand times more expensive!
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Lab activities

• Regulation analysis via logical/mathematical analysis

• Is the regulation consistent?
• Is the implied behaviour of the regulation desirable?

• Shift-invariance of labelling, locality of legality checks, etc.
• But also: if x and y are similar data containers (e.g., formal repr. of

persons) with the only difference that x has one passport and y has
two passports, will the program behave the same for x and y?

• Are the algorithms implied computationally feasible?

• Implement software in a ZERO-ERROR fashion using proof assistants.

• Develop general purpose models with the above considerations taken
into account so that zero-error software scales.

• Provide verified software with a dialogue fragment that enables a
possible rudimentary dialogue between the user and the software
about the software’s behaviour
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Further problems

• Develop explanatory certificates

• Zero-knowledge certificates for proprietary software!

• Standards and good practices for public certification.

• A formal subset of natural language (domain specific) to bridge the
gap between formal specifications and technical specifications (public
certification)
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A central problem
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Public certification versus formal verification
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Another solution: Catala

Slides Catala: Merigoux
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• FRET and FRETISH

• Formal Requirement Elicitation Tool

• FRETISH is like Gallina

• But now, it is a restricted part of natural language

• With a precise and unambiguous (hence formal) meaning
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Some requirements are children of others, etc.
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Only ”Component”, ”Shall” and ”Responses” are mandatory attributes,
and each linguistic attribute comes with its explanation/specification. The
order of the components is fixed.
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Diagrams to explain the FRET
Phrase
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Users can test the behaviour of their FRET phrases
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One can freely clone into it
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Example: continuous driving

Article 7 (1st part): After a driving period of four and a

half hours a driver shall take an uninterrupted break of

not less than 45 minutes,...

model checking images by Moritz Müller
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Automaton that accepts exactly the legal words according
to Reg. 561

week

xweek, xday

break

xbreak, xday,
xweek

reg daily

xdr, xday,
xweek

red daily

xdr, xday,
xweek

reg weekly

xwr, xday,
xweek

red weekly

xwr, xday,
xweek

r

drive

xcd, xday,
xdd, xweek,
xww, xdw

other work

xww, xday,
xweek

w
d

compensate1

xcr, xday,
xweek

compensate2

xcr, xday,
xweek

r

accept

12 states
> 100 transitions
34 stopwatches
23 are nowhere active:

bits
counters
registers
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> 100 transitions
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Law and Code

• Law often uses essentially
discretional powers when applied

• Hence, ambiguity is needed

• Any automated process and in
particular, any automated
process in the legal sector needs
unambiguity

• The programmer needs to
disambiguate?

• Can (semi-)code be (part of)
law?
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Tension table
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Hidden dynamics in formalisation

minute labelling
no shift

minute labelling
shift d

second labelling

0 1 2 3

0 1 2 3

d

� Rest
� Driving

EU Regulation 2006/561 dictates how to interpret driving activities at
minute level

EU Regulation 2016/799, requires labeling per second
and prescribes to label per minute.

We proved that the labelling is not shift-invariant!
Germain Law-suit Continental Leap seconds.
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Logical formal ontology
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Some regulations regarding weekly rest periods

Regulation (EC) No 561/2006
§8.6. In any two consecutive weeks, a driver shall take at least:

• two regular weekly rest periods [of at least 45 hours], or

• one regular weekly rest period and one reduced weekly rest period of
at least 24 hours. However, the reduction shall be compensated by an
equivalent period of rest taken en bloc before the end of the third
week following the week in question.

A weekly rest period shall start no later than at the end of six 24-hour
periods from the end of the previous weekly rest period.

§8.9. A weekly rest period that falls in two weeks may be counted in either
week, but not in both.
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Let’s break it down...

• Regular weekly rest: ≥ 45 hours

• Reduced weekly rest: ≥ 24 hours

• Each rest period is assigned to only one week it intersects

• Every week must have a regular or reduced weekly rest

• Every other week must have a full weekly rest

• Any reduced rest must be compensated by a continuous block in the
following three weeks
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Non-locality of compensations

A

44 45 45 45 24 45

B

Illegal

A

44 45 44+1 45 24 45+1

Legal

44

A

45 45 24 45

B

This can be iterated indefinitely: non-locality
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Under-determined daily driving allocation

Should the programmer/modeler disambiguate underspecification?

Non-locality also enters the scene through extended daily driving periods.
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Requirements on languages for algorithmic law

Ontology

That naturally bridges (physical) observables and natural language
concepts
And fares well with the other requirements

Not allowing ambiguity
Formal framework needed to express unambiguity

Expressivity
Legal articles should be expressible in the language
our test case: Regulation 561

Naturality
readable sentences
sufficiently succinct
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Limited language imply long sentences

Example Article 6.2: The weekly driving time shall not

exceed 56 hours

In LTL formalized over words of length 1w : disjunction of∧
d≤D

(∧
rd≤i<ℓd+1

#i¬d ∧
∧

ℓd≤i<rd
#id

)
for all D ≤ 1w and
all r0 := 0 ≤ ℓ1 < r1 < · · · < ℓD < rD < ℓD+1 := 1w with∑
1≤j≤D

(rj − ℓj) ≤ 56h

This has >
(7·24·60

56·60
)
> 102784 many disjuncts.
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Requirements on languages for algorithmic law

Ontology

That naturally bridges (physical) observables and natural language
concepts
And fares well with the other requirements

Not allowing ambiguity
Formal framework needed to express unambiguity

Expressivity
Legal articles should be expressible in the language
our test case: Regulation 561

Naturality
readable sentences sufficiently succinct

Tractability

sufficiently fast (model-)checkers
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Thanks
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